Internet and privacy \

*How does the internet work?
*Who tracks us?
*How are they tracking us?
*What do they know about us?
*\Why do we need to do something about it?
*What can we do about it?
*Exploring the darknet
* Censorship
* Guns, drugs and other illegal things




Internet

Data center

- HasIP

- Stores a website

Worldwide interconnected optical fiber system

- Connects networks
* Provider network
* Firm network (Intranet)
* University and research facilities

IP address
Address every computer connected to the internet has
- Like your physical address
- Unique
- Cmd - “ping [Domain name]”
* DNS
- Provides a better to memorize name to an IP
- 172.217.19.67 = www.google.com
* ISP
- decides your IP



Who tracks us?

* Facebook, Google, Apple, Spotify, GPS systems, Oracle,
Amazon, Microsoft, Refugee control, fithess apps, smart
city, autonomous cars, smartphone, smartwatch, smart
assistant, Gebuhreneinzugszentrale, Schufa, General
Electric, IBM, Cloudera, Kaggle, Governments,
Intelligence services all over the world, banks

* Basically everyone



How they track us \



* All websites receive, and many track, which IP address is
used by a visitor's computer

 Companies match data over time



HTTP cookies

* Data stored on a user's computer

- Assists in automated access to websites or web features

- Also used for user-tracking by storing special usage history
data in a cookie

 Was advertisers main way of targeting potential
customers



Flash cookies

* Flash cookies are a popular mechanism for storing data
on the top 100 most visited sites

- 31 had Flash cookies
e 58% of users deleted cookies at least once
* 39% of users delete cookies monthly

- started to use persistent Flash cookies and zombie cookies
* blocked and removed by modern browsers and anti-malware software



Evercookies

* JavaScript-based applications

— Produce cookies that actively "resist" deletion

e copying themselves in different forms on the user's machine and
resurrecting copies that are missing or expired

* blocked and removed by modern browsers and anti-
malware software



Device fingerprinting

 Information about the software and hardware of a remote computer
— Screen resolution
- CPU
- 0OS
* Positive uses
— prevent identity theft and credit card fraud
* Negative uses

- compile long-term records of individuals browsing histories
« even when they're attempting to avoid tracking



Third Party Requests

1. Website
2. Your device

3. External connection to website

- used for loading external content (e.g. advertisements, images, icons,
fonts, captchas)

Importance increased since Mozilla (2019), Apple (2020), and google
(2022) have announced to block third party cookies by default

may enable third parties to execute a device fingerprint or place any
other kind of marketing tag



Google Street View

* person's whereabouts

e activities

* private property

 Scans WLANS

* removes abstractions of a person's appearance

» Street View began to blur license plates and people's faces
- technology is faulty



Search engines

* Negative use

— track a user's searches

- assigns each usera ID

- Tracks visited sites

— Tracks location

- Tracks time spent using the search engine



Internet service provider

* All data transmitted to and from users must pass through
the ISP

* potential to observe all user activities on the internet

e Hackers could hack ISP and obtain sensitive information
of victims



Other potential Internet privacy

risks

* Cross-device tracking

* Massive personal data extraction through mobile device apps that receive carte-blanche-permissions for data
access upon installation

* Malware

* Spyware

* Phishing

* Pharming

» Social engineering

* Malicious proxy server (or other "anonymity" services).
* Use of weak password

* Use of recycled password

* Using out-of-date software

* WebRTC



Smart phone

* Most useful tracking device to date

- Camera

- GPS

— Microphone

- Unique

- Always around

- Lots of data streams going in and out at all time



What do they know about us?

* Sexual orientation

* Political and religious views
* Race

* Substance use

* Intelligence

* Personality

* Age

* Financial situation

* Address

* Mood from day to day
* Interests

* Social environment

* Language

* Whereabouts



Why do we need to do

something?

e Security expert Bruce Schneier:

- "Privacy protects us from abuses by those in power, even if
we're doing nothing wrong at the time of surveillance."

e Survelllance iIs used for:
- Manipulation
- Misinformation
- Blackmailing



What we can do \



Virtual private network

* Pros

- Encrypts your data
— Hides your IP and location
- ISP cant tell what you are doing
- Bypasses most firewall blocks
e Cons

- Information still out there

e Can be read as soon as it leaves the VPN
* VPN provider can read and safe your data

— Authorities have the power to force VPN companies to show them your data



Browser

e Mozilla Firefox

- Pros
* Not Chromium based
« Every feature a normal consumer needs
* High customization
- Cons
* Fewer extensions than Chrome

* Brave

- Pros

* Privacy focused

* isin no way inferior to chrome

» Built-in ad blocker, tracker blocker, https upgrade, script blocker, fingerprinting blocker
» Easy to use (built on the chrome framework)

* Built in TOR browser

- Cons

* Chromium based
- Google controls development
- Gives google market share
- Gives google the power to implement things like FloC (Federated Learning of Cohorts)
» Will replace third-party cookies (was key for 20y multi billion dollar advertising-surveillance industry) in a worse way



Search engine

e DuckDuckGo
- Cons

 Fewer instant answers
- Pros

 Doesn’t track you
* Respects privacy
* Meta search engine



Other alternatives

* Gmail - Protonmail

* Google Maps - OpenStreetMap
* Google Callander — SmartDay

* Google Docs,Microsoft Office — LibreOffice
* Whatsapp - Signal, Telegram

* Google authenticator - Authy

* Google Drive - Tresorit

* Google Photos - Piwigo

* Google Translate — DeepL

* Google analytics - Clicky

* Google Play Store - F-Droid

* Windows, MacOS - Linux

* Android, Apple - LineageOS

* Google Hangouts —» Wire



Add-On

* Ublock Origin

* Disconnect

* DuckDuckGo Privacy Essentials
* Umatrix

* Ghostery

* Privacy Badger

* Avast Online Security

e Canvas Fingerprint Defender



What is Tor?

* Anonymity application
* free and open-source software
e enabling anonymous communication

- directing Internet traffic through a worldwide overlay network consisting of
seven thousand relays

e conceals a user's location and usage from anyone

* makes it much more if not impossible to trace the Internet activity to the
user

* Number one tool for internet privacy



The amnesic incognito live system

* Talils is a security-focused Linux distribution aimed at
preserving privacy and anonymity

 All its incoming and outgoing connections are forced to go
through Tor

e any non-anonymous connections are blocked

* designed to be booted as a live DVD or live USB
» will leave no digital footprint on the machine

* Tor Project provided financial support



Darknet

Easily accessed trough Tor Featuree

Most of the internet with the deep web

Not “bad” In itself

- Important tool for internet privacy and against state
censorship

* Hidden from normal browsers and search engines
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Financial Services

Currencies, banks, money markets. clearing houses, exchangers:

= The Green Machine!& Forum type marketplace with some of the oldest and most experienced vendors around. Get your paypals, CCs, etc.
= The Paypal World&? Paypal accounts with good balances - buy some. and fix your financial situation for awhile.

= Premium Cardsg Oldest cc vendor, Top quality Us & Eu credit cards!

= Financial Dasisd A slew of products from a darker side of finance.

= netAuth@ Automatic system to buy Paypal accounts and credit cards instantly in your e-mail. Socks5 included.

= Save Yourselfy Digital financial products for sale.

= Hidden Wallet @ - Tor Anonymous Hidden Bitcoin Wallet.

= Paypal Baazar (- paypal accounts for sale.

= Cash Machinedd - Phished PayPal. Meteller, Skrill, BoA. Wells fargo bank Accounts, Paysafecard’s, US & EU Credit cards are available here.
= Shadow Walletd - An Anonymous User Friendly Bitcoin Wallet/Mixer.

= Covid MarketE - Escrow Accepted + CashApp, Westemn Union, Moneygram, Paypal, Bank & Credit Card Services.

= King Cashout Stored - Fastest Money Transfers Since 2009! Buy Reliable CashApp, Paypal, Google Pay, Apple Pay, Skiill Transfers.

= Bitcards & - The most trusted credit cards store in darknet with retuming customers.

= OnionWallet & - Anonymous Bitcoin Wallet and Bitcoin Laundry.

= KryptoPayPal& - PayPal Cashout Senice. Get the account balance back in Bitcoin.

= TOF Cards(@ - Credit Cards, from the most Trusted Vendor in the union. Fast shipping.

= Your C.Card Shop - Physical credit cards with High balance available to order. Paypal or bitcoins as payment method.

= USJUD Counterfeits & - EUR || USD Western Union money, any trusted escrow accepted, the most trusted seller.

= Financial Marketd - Prepaid cards (VISA/MasterCard). Cloned Cards. Gift Cards (VISA/Amazon/PayPal). PayPal/\Western Union Transfers. Escrow Accepted!
= EasyCoin[ - Bitcoin Wallet with free Bitcoin Mixer.

= Black&White Cards( - Black&White Cards - High Quality Pre-Paid Debit Cards with PIN. Good Customer Senice. Best Deals.

= Real currency &7 - Finest bills on market. Passes all known tests. Random serials. Only top-notch currency.

= The Cards WorldGF - Get your Financial Freedom Today.

= PP&CC Money vaultGd - 24/7 automated PayPal & Credit card shop. New stock every day. Safe cashout.

= Cash CardsiF - Oldest seller on old HW. Fresh stock. 99 9% safe. Worldwide cashout! Express shipping Escrow

= Horizon Store & - Automated carding store Fast replies. 80% cards are valid.

= Black Storefd - Bank cards store with fresh stock and instant delivery. Every deal protected by Escrow senice.

= Gemini Virtual Cards & - Shop Online & Pay Bills With Virtual Credit Cards. Loaded VCC Visa & Mastercard works on all online stores.

= CashApp Mafiagd - Manipulate Cashapp transfers with CashApp Mafia v3.7 web interface. We are the bestl 6 years and counting!

= Queens Cashid - Buy Pre-Shredded USD & EURO Currency for a fraction of the value. We sell real cash.

B
227 Japanese | A&EE
22.8 Korean | $+20
229 Chinese | FEiE
2210 Polish /Polski
2211 Russian / Pycckwi
2212 Spanish/ Espafiol
2213 Portuguese / Portugués
2214 Swedish / Svenska
Hidden Senvices - Other Protocols
P2P FileSharing
241 Chat centric senices
2411 IRC
2412 SILC
24.1.3 XMPP (formerly Jabber)
2414 TorChat Addresses
SFTP - S5H File Transfer Protocol
251 OnionCat Addresses
252 Bitcoin Seeding
Dead Hidden Senices
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Commercial Services

= Guns Dark Market il Guns market to buy guns, full auto assault rifles, pistols, grenade launchers, etc.

= Counterfeiting Center® A Store to buy passports, idcards, credit cards, offshore bank accounts, counterfeits money
= CStore - The original CardedStore @ - Electronics purchased with carded giftcards, Everything Brand new. Full escrow accepted
= Apple Palace low priced Apple Products!

= Gold & Diamonds & Genuine Gold, Diamends and Rhine Homn shipped from Germany and USA.

= Football Money & - Fixed football games info.

= Darknet Hacking Services & - Hacker-for-hire collective providing a vast network of professional hacking semvices.

= EuroGuns G - Your #1 european arms dealer.

= UUSfakelDs G - High quality USA Fake Drivers Licenses.

» Fake Passport ID saledd - Website selling qualitative EU/US/AUS/CAN fake passports, ID cards and driver's licenses.
= Samsungstore & Samsung tablets, smartphones, notebooks with escrow.

= Cardshopld - Usa cw know balance & Worldwide cc & cw.

= Rent-A-Hackerdd — Hire a hacker for every job you can imagine.

= Kamagra for BitcoinG - Same as Viagra but cheaper

= Applesd4Bitcoin & - Cheap Apple products for Bitcoin.

= Onion Identity Serices @ - Selling Passports and ID-Cards for Bitcoins.

= Apple Worldi - Carded iPhones, iPads, Macbooks, iMacs and consoles shipping worldwide.

= Bankorst - Cloned/Prepaid Credit Cards and Money Transfers via PayPal or Western Union Service Since 2015

= Helix Lightd - Bitcoins Mixer, Completely Anonymize Your Bitcoins Before You Purchase. Since 2011,

= Hidden cards@ - Bring dreams to reality with these amazing deals.

= Mobile Store & - Factory unlocked iphones and other smartphones.

= CardsCG - Credit cards with high balance

= Low Balance CC's Get cheap low balance cards

» Bitcoin Fortune & Buy New Bitcoin Miners at a discount

= EasyPayPald - Trusted PayPal onion shop with big history. Good prices.

= Onion shopff - Specialized risk-free credit card, Western union and Paypal shop.

= Buy Real Money [ - Buy best quality cash in multiple currencies: usd, euro and gbp.

= Empire Market(d - Most popular and faverite dark web market. Everything you need. Guaranteed, stealth shipping worldwide.
= Light Money( - Discount senvice of Prepaid Cards, Money Transfers and Gift Cards.

= Millionaire Private Clubgf - Credit cards, PayPal, CC Fullz, Western Union,Escrow Accept

= Hidden paypal place & - Zero-risk paypal with cashout guide. Fresh stock only.

= Skimmer Serviced - Atm skimming devices and cloned cards. v
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Got some new sites to recommend? Click here® to propose it to the Hidden Wiki.

Domain Services
= OnionMamed - Choose your desired domain name prefix, and order the .onion domain, starting from 0.45 mBTC for 8 letters.
Anonymity & Security

= Fake |D Generator® - Fake ldentity Name, SSN, Driver's License, and Credit Card Numbers Generator.
= BrowsInfo@ - Check your anonymity and browser traceability.

Read more:

= Anonymity
= Security
= Privacy

Blogs / Essays / Wikis

= Tor Metrics 7 - Welcome to Tor Metrics, the primary place to leamn interesting facts about the Tor network, the largest deployed anonymity network to date. If something can be measured safely, you'll find it here.
= Superkuh@ - Much information about spectrogram, wireless, and radio.

= Beneath VTG - Exploring Virginia Tech's steam tunnels and beyond.

= Tor Against CPIE - Free and clean Tor - Tor users against CP!

= Go Beyondid A blog about politics, potatoes, technology, Tor, etc.

= 5-Configr - Blog about tech, rants, articles.

Email / Messaging

See also: The compendium of clear net Email providers.

= secMail.profd - Complete mail service that allows you to send and receive mails without violating your privacy.
= Mail2Tordd - Mail2Tor is a free anonymous e-mail senvice made to protect your privacy.

= Elude.inf - Elude.in is a privacy based email service and a Bitcoin/Monero exchange.

= TorBoxEf - This is a hidden mailbox service only accessible from TOR without connection with public internet.
= Protonmail & - Swiss based e-mail service, encrypts e-mails locally on your browser. Free and paid accounts.
= CTemplard - First ever high end fully encrypted tor email service.

= TorGuerrillaMail & - Disposable Temporary E-Mail Address.

= Chat with strangers & Talk to random users anonymously.

= _ P R [ NP Npapay Ty L oo Y NI T P PRPRR PR w PR
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= Go Beyonddd A blog about politics, potatoes, technology, Tor, ete.
= 5-Configid - Blog about tech, rants, articles.

Email / Messaging

See also: The compendium of clear net Email providers.

= secMail prod - Complete mail service that allows you to send and receive mails without violating your privacy.

= Mail2TorGr - Mail2Tor is a free anonymous e-mail service made to protect your privacy.

= Elude.in@ - Elude.in is a privacy based email service and a Bitcoin/Monero exchange.

= TorBoxE - This is a hidden mailbox service only accessible from TOR without connection with public internet.

= Protonmail & - Swiss based e-mail service, encrypts e-mails locally on your browser. Free and paid accounts.

= CTemplard - First ever high end fully encrypted tor email senvice.

= TorGuerrillaMail G - Disposable Temporary E-Mail Address.

» Chat with strangers & Talk to random users anonymously.

= Shielded & - Security-focused mailbox hosting with customizable (OMION domain name. Payment by smart escrow (multi-sig contracts or Lightning Network transactions).
= Ableoniond - Random chat with other tor users.

Social Networks

= Connect - Connect is a collective that recognizes and promotes anticapitalism, antiracism, antifascism, antisexism, antimililtarism, and anti-what-the-fuck-ever and the refusal of authoritarianism and hierarchies.
= Galaxy36d - Galaxy3 is a new, Social Metworking experience for the darknet!

= Torbook 2.05 - The Facebook of Tor. Share your memories, connect with others and make friends.

= Facebook® - The real Facebook's Onion domain. Claim not to keep logs. Trust them at your peril.

Forums / Boards / Chans

= The Stock Insiders @& - The Oldest and the Largest Insider Trading Forum. The community for exchanging Insider Information about the Publicly Traded Companies.
= The Intel Exchange@ - Know or need to know something? Ask and share at this underground intelligence gathering network.

= DMNM Avengers & - Darknet drug forum with reviews and marketplace discussion.

= OnionLand@ - Discussion forum about all the Darkweb markets related topics.

= Dreadr - . Reddit like website.

Whistleblowing

= WikiLeaks & DeepWeb mirror of the famous Wikileaks website.
= DoxbinG - A pastebin for personally identifiable information.
= SecureDropE - The open-source whistleblower submission system managed by Freedom of the Press Foundation.
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= The Intel Exchange @ - Know or need to know something? Ask and share at this underground intelligence gathering netwark.
= OMM Avengers 6 - Darknet drug forum with reviews and marketplace discussion.

= OnionLand@ - Discussion forum about all the Darkweb markets related topics.

= Dreadr - . Reddit like website.

Whistleblowing

= WikiLeaks & DeepWeb mirror of the famous Wikileaks website.

= Doxbin® - A pastebin for personally identifiable information.

= SecureDropE - The open-source whistleblower submission system managed by Freedom of the Press Foundation.

= Active at Darknet Markets?E - Onion set up by the Police and the Judicial Authorities of the Metherlands, listing Active, identified, and arrested Darknet Market operators.

= Cryptomerd - Archive Government Leaks. Documents for publication that are prohibited by governments worldwide, in particular material on freedom of expression, privacy, cryptology. dual-use technologies, national security, intelligence,
and secret governance — open, secret and classified documents — but not limited to those.

= SecureDropE - An open-source whistleblower submission system that media organizations can use to securely accept documents from and communicate with anonymous sources.

H/P/AIW/IVIC

Hack, Phreak, Anarchy (internet), Warez, Virus, Crack

= Hell Forum@® - HelL Reloaded is backl

= Relatelist@ - Mew era of intelligence.

= CODE: GREEMG - Ethical hacktivism for a better world. Join us and participate in modern world protests!

= Hack Canadad - America is a joke and Canada is the punchline. Old-ish hacking site, hosts a few archives.

= Hacker Placerd - Site with several books and resources on software development, pentesting and hacking.

= WE fight censorshipd - a Reporters Without Borders project that aims to combat censorship and promote the flow of news and information.

Hosting, website developing

= TorVPS Shells & - Free torified shell accounts, can be used for _onion hesting, IRC, etc.

= SporeStackd APl-driven VPS hosting for Bitcoin. Clearnet and hidden Tor hosting.

= HomeHosting G - A system administrator who can set up your private home server.

= Prometheus_Hidden_Servicesd - Payed hosting, provides Virtual Private Server (VPS) with Linus.
= darknet designfd — web design (HTML, CSS, PHP) plus graphics design and a few other things.
= Daniel's HostingG - Free hosting solution only for a non-commercial personal project.

File Uploaders

= Just upload stuffig - Upload files up to 300MB.
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= Daniel's HostingE' - Free hosting solution only for a non-commercial personal project. ~

File Uploaders

= Just upload stuffi@ - Upload files up to 300MB.

= ZeroBind - ZeroBin is a minimalist, opensource online pastebin where the server has zero knowledge of pasted data.
= FeliooE - Felixood Image Uploader & Pastebin.

= Image Hosting& - Upload your images/photos to our free image hosting.

= Image Uploadd - Multiple file formats accepted.

= MatrixE - Image Uploader&PasteBin.

Audio - Music / Streams

= Deepweb Radio - RadioSerice operating over TOR.
Video - Movies / TV

= The Pirate Bay G - Deepweb version of the famous torrent site.
Books

= Example rendezvous points paged - Thomas Paine’s Common Sense and The Federalist papers.

= Traum library mirrorc - 0GB of Russian and English books. A mirror of the latest Traum ISO. Covers, search and downloads in FB2, HTML and plain TXT.
= ParaZited - Collection of forbidden files and howto's (pdf, txt, etc.).

= Jotunbane's Reading Clubd "All your ebooks belong to us!”.

= Liberated Books and PapersG A small collection of hard to find books.

» Clockwise Library & A collection of art and science books.

= The Last of PAPYREFB2& A collection of mostly Spanish books.

= Paul Dreyer's eBook Library &' - DRM-Free Growing eBook Library, mostly in ePub format.

= BB Compendium &- A collection of chemistry, drugs, explosives, firewarks, pyrotechnics, science, and weapons related documents.

= The Incorrect Library & - 1100 books (and counting...) Beautifully prepared in E-Pub format, with a focus on publishing politically incorrect books.
= Comic Book Library G - Collection of comic books, largely independent.

= The LibraryE A collection of hard to find books.

= Bible - several links for downloading versions of the Bible.

= Libraries A more complete list.

Drugs

= Drug Market i - Anonymous marketplace for all kinds of drugs. e
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= Libraries A more complete list.
Drugs

= Drug Marketdd - Anonymous marketplace for all kinds of drugs.

= Greenroadd - Biggest marketplace with full working escrow.

» Weed&CoE - Weed / Cigarettes ... Prix Bas / Low Price ... weed / cigarette

= EuCannadd - First Class Cannabis Healthcare’ - Medical Grade Cannabis Buds, Rick Simpson Qil, Qintments and
= Peoples Drug Stored - The Darkweb'’s Best Online Drug Supplier

= Smokeables & - Finest Organic Cannabis shipped from the USA

= CannabisUKE - UK Wholesale Cannabis Supplier

= DeDoperd - German Weed and Hash shop (Bitcain)

= BitPharma® - EU vendor for cocaine, speed, mdma, psychedelics and subscriptions

= BrainmagicE - Best psychedelics on the darknet

= [LGrowersd - Coffee Shop grade Cannabis from the netherlands

= The Pot ShopGd - Weed and Pot Shop Trading for longer than a year now! (Bitcoin) -UPGRADED DOMAIN-
= Steroid KingG - All the steroids you need. (Bitcoin)

= Wacky Weedd - Hi Quality Green at Wacky Prices

= Midland City & - Weed. hash, benzos, ketamine, heroine, mdma, digital goods. Best price/quality

Erotica

Noncommercial (E)
= Fappening Cnion Compilation® - Leaked celebrity nudes.
Commercial (E)

= Darkscandalsfd Real rape, humiliation, forced videos and much more extreme videos! (Pack 8 is out! More than 1800 video files in the packs).
= TeenPom G The best selection of amateur teen porn videos from the deep web

Uncategorized

Services that defy categorization, or that have not yet been sorted.

= |IT Underground - Information on and photos of the steam tunnels and roofs at the lllinois Institute of Technology.

Non-English v
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BLF!CH MARKET Guns
4 " {

**Our web address is 5quhn7€|btug7cag onion Check it before

ordering. If.in doubt, email

Watch out for clone sites that steal your bltcom *

Thank yéi for choosing séfor your arms ngeds. We have ldrge collection ofguns and equipnients
for you to choose from.-All of our guns-and equipments are brand new and have been
checked thoroughly for defects. \We want you to feel safe when you're purchasing from us.

ol e ) ol {
We ship all of our items with FedEx Standard Qvernight within USA and FedEx
International Priority for countries eutside‘of USAAll shipping costis free ~as we have
already added into the prige. = Y )

All of ourguns are brand new and 100% gun- -0il free. So it c\ears custom wﬂhout any issue.

apart and shlpped inside compuler case or other item. AII purchases comes with |nstruct|un for
assembl‘mg and maintaining your eql.upments Due to the openness of lhls website, we cannol
disclose xample of the patkage.

e e
e ) b 1111
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. v NEW! CZ P-07 DUTY 8MM COLT MUSTANG POCKETLITE .380 GLOCK 19 GEN 3 . "
w b " caliber: 9mm caliber: .380 Caliber: 9mm w " o
0 15 round magazines included | Capacity: T > 1
b é " Id Hammer Forgec Barrel: 2. 75" : old Hammer For " f "
. Al Weight 1.7 pounds Weight: 11.8 ounces unloaded Weight: 30.2 ounces loade b " "
$475 (0.00768 BTC) $570 (0.0081 BTC) $470 (0.0075 BTC)
- e amourt | 0 B -
0 1 i ol o )
{a ol
oA o { £ o 9
{ .. 10 (mo
s KEL-TEC PF-2 8MM COMPACT BELACK HI POINT .40 S&W CARBINE W/ 3 MAGS MOSSBERG 500 HOME SECURITY .410 r
e o wlle § ik
b Y Caliber: 9mm Caliber: 40 S&W +P hamber " 4
Capacity > 7 rounc i 10 round mags ncluded
& % 3 &% 0

Weight: 18.2 ounces loaded Dimensions " long

$2920 (0.0035 BTC Weight: 7 pounds Weight:
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PTR GREEN GI SPECIAL EDITION .308 G3

Caliber: 3 1mm NATO
Capacity: One zine included
Barrel: 1

Weight: 9.5 pounds

$890 (0.01
amount

BLUEGRASS ARMORY MOONSHINER
BULLPUP .308 WINCHESTER

- 308V

eel tapered

{mor
CENTURY ZASTAVA N-PAP M70 AK-47

Caliber:
Capacity:

pounds
$590 (0.0094 BTC)
amount

CENTURY ARMS CENTURION 39 AK
7.62X39

Caliber: 7
Capacity:
included

DARKMARKET SEIZED X Welcome

(

KRISS VECTOR SDP .45 ACP SPECIAL DUTY

PISTOL

ne included

pounds
$1450 (0.0231 BTC)
amount >

FN SCAR 17§ 16.25" 7.62X51

Caliber: 7.62x51mm NATO
Capacity: One 20 round magazine included
Barrel: hrome-Lin

steel




White house market

Warning: In order to use this market, you need to add your PGP key. Users wihout a PGP key can only browse listings and may be deleted at some point.

LT 44811 ~ Drugs EEEE ~ Online Business (] ~ Software ~ Services EFE ~ Forgeries/Counterfeits (g
~ Defense/Counter Intel €

Simple Search Switch to advanced search

Search terms Shipping from Shipping to Sort by

any e any ~ Random i

Pre

Sort by Random

Found 44809 listings, 1121 pages.

Vendor: Category: Title: € 41832 £ 363.42
cannarush Cannabis - Buds and QP 4oz Chemdawg - Outdoor AUD 648.39
Flowers CAD 624.79

tsD cou Ships from: United

States
Ships to: United States
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Benzos - Other @E)

Benzos - Pills @Lif]

Benzos - Powder €5

Benzos - RC )

Cannabis - Buds and Flowers
Cannabis - Concentrates
Cannabis - Edibles 31
Cannabis - Hash (5

Cannabis - Other (P
Cannabis - Seeds (€N
Cannabis - Shake €
Cannabis - Synthetic
Cannabis - Syrup @)
Dissociatives - GHE (I
Dissociatives - Ketamine

Dissociatives - MXE @)

Dissociatives - Other

-

~ Drugs (EZIEE ~ Online Business (]

ege

m

| .

we

Al ~ Drugs XD
Opioids - Dihydrocodeine ( E)
Opioids - Heroin
Opioids - Hydrocodone €))
Opioids - Hydromorphone €&
Opioids - Kratom (@)
Opioids - Morphine @)
Opioids - Opium €&
Opioids - Other D)
Opioids - Oxycodone
Opioids - Pills ED
Opioids - Withdrawal Prevention E)
Other Drugs @)
Paraphernalia - Bags and Packaging @)
Paraphernalia - Other @
Paraphernalia - Scales @E)
Paraphernalia - Smoking Accessories ( E)

Paraphernalia - Sniff Tools ()

~ Online Business

le §
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un

eg

™

B

owe

UK 44811 ~ Drugs @@zl

Prescription Drugs - Stimulants €EE)
Psychedelics - 2C-B @)
Psychedelics - DMT
Psychedelics - LSD
Psychedelics - NB ()
Psychedelics - Other
Psychedelics - Shrooms
Steroids (EEIE)

Stimulants - Adderall €I
stimulants - Cocaine €IE)
Stimulants - Crack (€&
Stimulants - Mephedrone

Stimulants - Meth €EED

Stimulants - Other (]

Stimulants - Speed
Tobacco €Y
Weight Loss (&)

~ Online Business

523

le s

m

wun

= Online Business el

Bank Logins @)
Cards and CVV &l

Corporate Intel g
Cryptocurrency Cards @
Drops - Bank @)

Drops - Other @

Dumps @IE)

Other Fraud Related (3P
SSN / DOB 7 Other PII

Various Logins




5 l » 3ervices (Elisk]

carding @

Fake Documents (Digital) (GED

Fake Documents (Physical)

Hosting (P

Operational Management ()

Other Services ik

SOCKS €D

security @)

Social Engineering
VPN @

- Forgeries/Counterfeits (gEXE!

At @
Currency @)
Electronics @)
Jewellery €FE)

Other Forgeries

Watches (@)

N

T ~ Software H

Botnets and Malware )

Commercial Software @l
Exploits / Exploit Kits (€&) :

Other Software L)

Security Software (i)
[ e

~ Defense/Counter Intel €

Body Armor ()

Camera Detectors ()

Defense [ Counter Intel (Other) m
Frequency Scanners / Bug Detectors o

IMEI Changing (Hardware of Software) ()

IMSI Catchers (Stingrays) )

Metal Detectors )

Operational Security @)

Secure Communication (Software / Service) ﬂ
Secure Communication Equipment (Hardware) &)
Signal Jammers / Frequency Blockers o

surveillance Equipment ()

Flowers




Vendor: Category:

ukdrugservice Stimulants - Cocaine

Escrow Listing

Vendor Info ukdrugservice's Listings

Vendor: Category:
partydrugnl Stimulants - Cocaine

Vendor Info partydrugnl's Listings

Vendor: Category:
lazipette Stimulants - Cocaine

Vendor Info lazipette's Listings

Title:

- 5 gram - SOCIABLE COCAINE 50-60% PURITY by
the UKDRUGSERVICE. UKNDD

GBP 205

$282.04 € 235.97
AUD 365.74
CAD 352.43

Ships from: United
Kingdom

Ships to: Worldwide

Contact Vendor Show Listing

Title:

100 Gram - Colombian Fishscale Cocaine 90%+ /
Tracked Shipping / Ghost Stealth

EUR 4000

$ 4780.98 £ 3475.01
AUD 6199.93
CAD 5974.25

Ships from: Netherlands

Ships to: European
Union

Contact Vendor Show Listing

Title:
(50G) RAW - Fishscale COCAINE - HQ

EUR 3298

$3941.92 £ 2865.15
AUD 5111.84
CAD 492577

Ships from: France
Ships to: Worldwide

Contact Vendor Show Listing




Pure Uncut Cocaine 7 Grams US-US

Category: Drugs -> Stimulants - Cocaine
Price (Fiat): USD 399 (€333.88 £290.05 AUD318.33 CAD499.64)
Price (XMR). 1.173361593071

Measurement unit- Gram

Shipping: from: United States to: United States
Views: 4034
Shipping methods:
- USPS Priority 2 to 3 Day - USD 9 (XMR 0.026511915633)

Available: [[EETS
Vendor: 95.80 % positive / 96 reviews Disputes: 1 won / 0 lost [ 140 - 150 sales |
Finalize early (FE):
Vendor last seen:
Minimum order amount: XMR 1.201873508704 (1175361593071 for products + 0.026511915633 for shipping).
Vendor's PGP key fingerprint: ES7TFE9BB717CEDAD48CE5362FCDTBEESFSAB9532 m

Listing Description

7 Grams

Batch: | Heart You
Pure Uncut Cocaine

Mo BS, No Cutting Agent, No Mixing Agent, No Amphetamines







Buying things in the darknet

* Cryptocurrency
- Bitcoin
« PGP

- Pretty good privacy

- Public key

* clear to everyone

« Used by everyone to send you encrypted messages
- Private key

 clear to you
* Used by you to decrypt messages sent to you



Seized markets

X ¢ The Hidden Wiki x BMG (Black Market Guns) : Trusted X u BKA - Seizure Banner DARKMARKET SEIZED

izjhkrvmj.onion

$ Bundeskriminalamt Generalstaatsanwaltschaft
i Frankfurt am Main —ZIT

Die Plattform und der kriminelle Inhalt wurden beschlagnahmt

durch das Bundeskriminalamt
im Auftrag der Generalstaatsanwaltschaft Frankfurt am Main
im Rahmen einer international koordinierten Operation.

The platform and the criminal content have been seized
by the Federal Criminal Police Office (BKA)

on behalf of Attorney General‘s Office in Frankfurt am Main
in the course of an international coordinated law enforcement operation.

:‘\i’i OFENBAAR

i MINIS TERIE

r{‘:
p
P%,LITIE

HESSEN

&l




¢ Hidden Wiki | Tor .onion urls o X | ¢ The Hidden Wiki X | BMG (Black Market Guns) : Trusted X BKA - Seizure Banner X DARKMARKET SEIZED X+ Welcome

< > C @ darkmarketsomqvzqfludpdétieabgvvpplrbtzgéprenvyogenirigd.onion

Wy ' ;
OLDENBURG '%T@ il'n}.sc;gllwaf:g\?&lz

von der Landespolizei Niedersachsen, der Zentralkriminalinspektion Oldenburg in Zusammenarbeit
mit Europol, dem Bundeskriminalamt, dem US-Justizministerium und dem Landeskriminalamt Rheinland-Pfalz —
im Auftrag der Generalstaatsanwaltschaft Koblenz (Rheinland-Pfalz). N

by the the State Police of Lower Saxony, Central Criminal Inspection Oldenburg in cc with Europeol,
Bundeskriminalamt, Federal Bureau of Investigation, U.S. Department of Justice and State Office of
Criminal Investigation Rhineland-Palatinate, on behalf of the Attorney General's Office in Coblenz (Rhineland-Palatinate).

Ut

CYBERCRIME
INTELLIGENCE

$ Bundeskriminalamt
[

OLDEMBURG

‘iﬁ%‘ Rheinlandfalz
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National Crime Agency

=2 EURSPOL




Sources

* https://www.stuttgarter-zeitung.de/inhalt.big-brother-awards-die-groessten-datenkraken-des-jahres.55162e44-eh56-44aa-852e-6060b5324810.html
* https://www.youtube.com/watch?v=x3clih2NJEg

* https://www.wikiwand.com/de/Internet

* https://www.wikiwand.com/en/Internet_privacy

* https://steadynews.de/recht-geld/die-groessten-datenkraken-der-welt-analysiert-und-durchleuchtet
* https://www.nw.de/lifestyle/netzwelt/22118353_Die-groessten-Datenkraken-Big-Brother-Award-fuer-Alexa-und-Microsoft.html
* https://www.wikiwand.com/en/Google_Analytics

* https://github.com/narwhalacademy/zebra-crossing

* https://www.youtube.com/watch?v=YNp4OqdxHWI

* https://clario.co/blog/which-company-uses-most-data/

* https://www.linkedin.com/pulse/7-most-data-rich-companies-world-bernard-marr/

* https://www.wikiwand.com/en/List_of_intelligence_agencies

* https://www.huffpost.com/entry/data-and-goliath-digital-surveillance_b_6898162

* https://www.youtube.com/watch?v=jxeeKKfjb50

* https://www.eff.org/deeplinks/2021/03/googles-floc-terrible-idea

* https://www.youtube.com/watch?v=YNp4OqdxHWI

* https://www.slant.co/options/2599/alternatives/~google-calendar-alternatives

* https://www.techwhoop.com/google-maps-alternative/

* https://www.wired.com/story/the-best-privacy-app-alternatives/

* https://restoreprivacy.com/google-alternatives/

* https://clouddwelling.com/how-vpns-work/

* https://www.whizlabs.com/blog/tor-the-onion-router/

* https://www.wikiwand.com/en/Tor_(anonymity_network)

* https://www.wikiwand.com/de/Pretty_Good_Privacy

¢ https://www.wikiwand.com/en/Darknet

* https://www.wikiwand.com/en/Tails_(operating_system)
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